NEQAFOrAM O6 MHOOPMALIMOHHON BE3OMNACHOCTHU

Koraa peyb 3axoant 06 nHdopMaumoHHOM 6e30nacHOCTU, 06bIYHO Mbl HAYMHAEM
AyMaTb O KOMMNbIOTEPAX, CETAX, MHTEPHETE N Xakepax. Ho ans obpasoBaTtensHoOW cpeabl
npob6semMa CTOUT WMPE: B OrpaxaeHMN yyallerocs oT MHGoOpMaLmMm, KOTopasi MOXeT
HEraTMBHO MOBJIMATb Ha ero GOpMMPOBAHME N pa3BUTUE, TO €CTb O NponaraHae
pa3fINYHOM HanpaB/IEHHOCTMW.

MoHaTne nHdpopMayMoHHOM 6e30NacHOCTHU

Moa nHdbopMauUMOHHOM 6e30NacHOCTbD MOHMMAETCA 3aLUNLLEHHOCTb MH(POPMaLIMOHHOWN
CUCTEMbI OT C/IY4amHOro Unmn npegHaMepeHHoro BMeLwaTebCTBa, HaHOCALWEro yuepb
B/flagenbLaM Mnm nonb3oBaTensiM MHpopMaunm.

Ha npakTuke BaKHENLWIMMUN ABASIOTCS TPU acnekTa MHPOpPMaUMOHHON 6e30NacHOCTK:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs NnonyunTb Tpebyemyto
WHQPOPMaLMOHHYIO YCIYTY);
e LENOCTHOCTb (aKTyanbHOCTb M HEMPOTMBOPEUYMBOCTb MHMOPMaumn, ee
3aWMLEHHOCTb OT pa3pyLEHUs U HECAaHKLMOHMPOBAHHOIO U3MEHEHNS);
e KOHdMAEHUMaNbHOCTb (3aWnMTa OT HECAHKLMOHUPOBAHHOIO MPOYTEHUS).

HapyleHuns AOCTYNHOCTU, LEeNOCTHOCTM U KOH(pMAEHUNaNbHOCTM MHdOpMaLmMn MoryT
6bITb BbI3BaHbl PasfIM4YHbIMM ONACHbIMW BO3AENCTBMSAMN HA MHDOPMaALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHOW 6e30NacHOCTHN

CoBpeMeHHas MH(opMaLUMoHHas cuctema npeacrasnseT coboi CNOXHY CUCTEMY,
COCTOALWYO M3 60NbLIOro YMcsia KOMMNOHEHTOB Pa3/IMYHON CTENeHWn aBTOHOMHOCTH,
KOTOpble CBsi3aHbl MeXAy cobon n obMeHmnBaoTCa AaHHbIMW. [MpaKTUYeCKn Kaxabli
KOMMOHEHT MOXEeT NOABEPrHYTbCA BHELWHEMY BO3AENCTBUIO MW BbINTU U3 CTPOS.
KoMMnoHeHTbl aBTOMaTU3NPOBAHHON MHMOPMALMOHHON CUCTEMbI MOXHO pa3buTb Ha
cnepytowme rpynnbi:

AnnapartHbie cpeAcTBa. DTO KOMMbIOTEPbI M MX COCTaBHble YacTu (Nnpoueccopsl,
MOHUTOPbI, TEPMUHANbI, NepudepurinHbie YCTPONCTBA — NPUHTEPBI, KOHTPONIEPHI,
kabenu, NMHWUKU CBSA3N N T.4.);

MNMporpammMHoe obecrne4yeHune. OT0 NpuobpeTeHHbIe NpOorpaMMbl, UCXOAHbIE,
06beKkTHble, 3arpy304Hble MOAYNN; OnepaumMoHHble CUCTEMbl U CUCTEMHbIE NPOrpaMMbl
(KOMNMAATOPbI, KOMMNOHOBLUWKK U Ap.), YTUAUTbI, AMarHOCTUYECKMe NporpaMmmbl U T.4.;
AaHHble, XpaHNMble BPEMEHHO N NMOCTOSAHHO, Ha AMCKax, N3lWKax, neyaTHole,
apXMBbl, CUCTEMHbIE XYpPHanbl U T.4.;

MepcoHan. Nonb3oBaTenu, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpaMMUCTbl U Ap.

OnacHble BO34ENCTBUS HA KOMMbIOTEPHYO MHDOPMALMOHHYIO CUCTEMY MOXHO
noapasnenuTb Ha cny4yalHble U NpeaHaMepeHHbie. AHaniM3 onbiTa NPOEKTUPOBAHUS,
N3roTOBJIEHUS W 3KCNyaTaumm MHMOOPMALIMOHHbBIX CUCTEM MOKA3bIBAET, UTO
MHpopMaUms NOABEPraeTCs pas3/INUHbIM C/lydaliHbiM BO3AENCTBUSIM Ha BCEX 3Tanax
LMK XXU3HU CUCTEMbI. MprUYnHamMm cny4vyamHblX BO34ENCTBUIA NPK 3KCNyaTauum MoryT
ObITb:

e aBapUMHbIE CUTYALUN MU3-3a CTUXUINHBIX 6B€ACTBUIN N OTKHOYEHU

3M1eKTPONUTaHUS;

e OTKasbl U cbou annapaTypsbl;

e owmnbkM B NnporpaMMHOM obecneyeHnu;

e owmnbkm B paboTe nepcoHana;

e OMEXU B JINHUAX CBA3M U3-3a BO3AENCTBUNA BHELLHEN Cpeabl.

MNpeaHaMepeHHble BO3AENCTBUA — 3TO Lie/leHanpaB/ieHHble AeACTBUS HapywuTens. B
KayecTBe HapyLnTens MoryT BbICTynaTb CNyXalwMin, NOCETUTENb, KOHKYPEHT, HAEMHUK.
AencTeua HapywuTens MoryT 6biTb 06ycnoBneHbl pa3HbiIMM MOTUBAMMU:

e HeaOBONbCTBOM CNyXallero CBOEN Kapbepow;

e B3STKOMN;



e N060MNbITCTBOM;
e KOHKYpEHTHOW 6opbboin;
e CTpeM/IEHWEM CaMOYyTBepAMTbLCS Nto60oM LEeHON.

MO>HO COCTaBUTb MMMNOTETMYECKYIO MOAENb NOTEHLMANbHOMO HapyLMTENs:
e KBanMdMKaUMUs HapyLIUTENS Ha YPOBHe pa3paboTumka AaHHOW CUCTEMbI;
e HapyLMUTENEM MOXET 6blTb KaK NOCTOPOHHEE NTNLO, TaK N 3aKOHHbIM
Nonb30BaTeNlb CUCTEMbI;
e HapyLWMUTENO U3BECTHA MHGOpPMaLUMa 0 NpuHUMNax paboTbl CUCTEMDI;
e HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BeHO B 3alyuTe.

Hanbonee pacnpocTpaHeHHbIM M MHOroo6pasHbIM BUAOM KOMMbIOTEPHbBIX HapyLUEHW
ABNSETCA HECaHKLUMOHMPOBAHHbIM A0CTYMN. HECAHKUMOHNUPOBAHHbLIN AOCTYN UCMONb3YyeT
Nobyo oWKnbKY B CUCTEME 3aLLUUTbl U BO3MOXEH MPU HeEpaLUMOHanbHOM Bbi6Ope CpeacTs
3aWMThl, X HEKOPPEKTHON YCTaHOBKE U HacTpoWke.

MNMpoBeaeM KnaccnpuKkaumio KaHanoB HECaHKLMOHMPOBAHHOIO AOCTyMNa, N0 KOTOPbIM
MOXHO OCYLLECTBUTb XULLEHNE, USMEHEHME UNN YHUUTOXEHNE MHPOPMaLNK:
Yepes yenoBeka:
e XWLUEHMe HocuTenem nHhopmaummu;
e YTeHMe MHdOopMaLMKM C IKpaHa WM KnaBuaTypbl;
e YTeHMe MH(OpMaLNM U3 pacrneyvaTKu.
Yepe3 nporpammy:
e nepexBaT naponein;
e pgewndpoBka 3awmndpoBaHHON MHMOPMaLMK;
e KOMMpOBaHMe MHpOPMaLNK C HOCUTENS.
Yepe3 annapartypy:
e MoAK/OYEHNE creumanbHo pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBatowmx 4oCTyn K MHpopMaumu;
e nepexBaT NOHOYHbIX NEKTPOMArHUTHBLIX U3NYUYEeHU OT annapaTypbl, TIMHUNA
CBA3M, CETEeN INEeKTPONUTaHUsa u T.4.

Ocobo cneayeT oCTaHOBUTLCS Ha Yrpo3ax, KOTOPbIM MOTyT NOABEpPraThCs
KoMnbloTepHble ceTn. OCHOBHasi 0COBEHHOCTb /I060N KOMMNbIOTEPHOW CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacnpeaeneHbl B NpocTpaHcTee. CBA3b MeEXAY y3/1aMn CETH
ocywecTensieTcss GU3nN4eCKM C NOMOLLbIO CETEBLIX JIMHUIA M NPOrPaMMHO C MOMOLLbIO
MexaHu3Ma coobuieHnin. Mpu 3ToM yrnpasnswoLwme coobLeHns n gaHHble,
nepecblslaeMble MexXay y3naMm CETU, NEPENAtoTCs B BUAE NAaKeToB 0OMeHa.
KoMMblOTEPHbIE CETU XapaKTePHbl TEM, UYTO NPOTUB HUX NMpPeaAnpPUHUMAIOT Tak
Ha3blBaeMble yAasieHHble aTakn. HapylunTenb MOXET HaXxoAMUTbCs 3a ThIiCAYN
KWIOMETPOB OT aTaKyeMoro ob6bekTa, Npu 3TOM HanadeHUIO MOXET NoaBepraTbCcs He
TO/IbKO KOHKPETHbIN KOMMbIOTEP, HO U MHpOPMaLMS, Nepenarowascs no CeTeBbIM
KaHanam cBsi3U.

O6ecneueHue nHpopMaLMOHHOW 6e30NacHOCTU

dopMunpoBaHue pexunma nHbopMaunoHHoM 6esonacHoCcTU — NpobneMa KoMnaeKCcHas.
Mepbl MO ee peLleHnIo MOXHO NoapasaenuTb Ha NSATb YPOBHENR:
1. 3akoHogaTesIbHbIM . DTO 3aKOHbl, HOPMaTUBHbIE aKTbl, CTaHAAPTbI M T.M.

HopMaTnBHO-npaBoBas 6a3a onpeaenstowas NnopsaoK 3alnTbl MHMDOPMaLUK:
2. MopanbHO-3TM4YeCKMni. BCeBO3MOXHbIE HOPMbI MOBeAEeHUsl, HecobtoaeHne
KOTOpbIX BEAET K MageHU0 NpecTmxa KOHKPETHOro YerioBEKa UM LEon opraHmsauuun.
3. AAMMHNCTPaTUBHbIA. [encTBms obLllero xapakrepa, npeanpuHnuMaemble
PYKOBOACTBOM OpraHm3aumu. TakKuMm AOKYMEHTAMWN MOryT ObiThb:
e MpWKas pykoBOAUTENS O Ha3HadeHWM OTBETCTBEHHOMO 3a obecnevyeHune
MHpOpMaLMOHHOM 6€30MNacHOCTH;
e [IO/IXKHOCTHble 063aHHOCTM OTBETCTBEHHOIO 3a obecnevyeHune
nHdopMauMoHHON 6e30nacHoOCTH;
e MepeyeHb 3aWmiaemMbiX MHHOPMALNOHHbBIX PpecypcoB u 6a3 AaHHbIX;



e  VHCTPYKUMIO, ONpeaensiowyo Nopsaok npeaocrasneHns nHpopMaunm
CTOPOHHUM OpraHmM3aumsM nNo Mx 3arnpocamM, a Takxke No npasamM AoCTyna K
HEN COTPYAHUKOB OpraHusauun.
4. dnsnyeckmmn. MexaHM4YecKkne, aNeKTpo- U 31EKTPOHHO-MEeXaHMYEeCKMe NpensaTCTBUS
Ha BO3MOXHbIX NYTAX MPOHUKHOBEHWUS MOTEHLMANbHbIX HapyLLIUTENen.
5. AnnapatHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPONCTBA M CneunanbHble NporpaMMbl
3alnTbl MHPOpMaLMK).

MpuHATLIE MepPbI NO co3aaHunto 6e3onacHo MHMOPMALMOHHOW CUCTEMbI B LUKOSE:

e ObecneyeHa 3awWmTa KOMMbIOTEPOB OT BHELHMX HECAHKLMOHMPOBAHHbIX
BO34ENCTBMIA (KOMMbIOTEPHbIE BUPYChI, IOrM4Yeckne 60M6bI, aTakm XakepoB U
T.4.)

e YCTaHOBJ/IEH CTPOIrMii KOHTPO/1b 3a 3/1IEKTPOHHOM No4YTon, obecneyeH
MOCTOSIHHbI KOHTPONb 3@ BXOASLWEN N NCXoasiLen KOppeCcnoHAEHUWEN.

e YCTaHOBJIeHbl COOTBETCTBYHOLLME Naposiv Ha nepcoHasnbHble K.

e UMcnonb3oBaHbl KOHTEHT-PUIBLTPLI, ANS QUabTpaunm CauToB NO MX
COAEepXKNMOMY.

EamvHas cOBOKYNHOCTb BCEX 3TUX Mep, HanpaBAeHHbIX Ha NPOTMBOAENCTBME Yrpo3aM
6e30MacHOCTU C uenblo CBeAEHUS K MUHUMYMY BO3MOXHOCTM yllepba, obpasyioT
CUCTEMY 3aLUMThI.

CneunanucTbl, uMetoLwme OTHOWEHNE K CUCTEMEe 3alMTbl AO/KHbI MONHOCTbLIO
npeacTasnsaTb cebe npuHUMnbl ee PyHKLUMOHMPOBAHUSA U B CNlyYae BO3HUKHOBEHUS
3aTpYAHUTENbBbHbBIX CUTYaUnii afleKBaTHO Ha HUX pearnpoBaTb. [1o4 3aWmMTon A0/KHA
HaxoauTbCs BCA cucteMa 06paboTkm nHdopmaumun.

Jlnua, 3aHnMatowmnecs obecrneyeHmeM MHPoOpMaUMOHHOM 6e30NacHOCTM, AO/KHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HagexHasa cuncrema 3awmTbl A0/KHA ObiTb MOAHOCTLIO NPOTECTUPOBAHA M CorslacoBaHa.
3awmnTa ctaHoBuUTCHa 6onee apdhekTMBHOMN N TMOKON, eCnm oHa AOMYyCKaeT U3MEHEHME
CBOMX NapaMeTpoOB CO CTOPOHbI aAMMHUCTpaTOpa.

B 3akntoueHne cBoero goknaga xotenocb 6bl AaTb HEKOTOPbIE peKoMeHAALMN No
opraHusaummn paboTbl B MHOOPMALMOHHOM MPOCTPaHCTBe, YTo6bl y6epeub cebsa n ceBomx
61M3KNX OT MHTEPHET-NMPECTYNHMKOB.

PekoMeHaaumm no opraHmsaumm pa6orbl B MHOPMaLMOHHOM NPOCTPAHCTBE

1. Mepen Havanom paboTbl HEO6XOANMMO YETKO CPOPMYNMPOBaATbL Liesib U BONPOC NOMCKA
nHdopmMaumu.

2. XXenaTenbHo Bblpa6OTaTb ONTUMasbHbIN aJropuT™M nounckKa MHCbOpMaLI,VIVI B CETU
MHTepHeT, 4YTO 3HAYUTEJIbHO COKPATUT BPEMA N CUJIbl, 3aTpa4Y€HHbIE HA NMOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NNMMUT (2-3 4aca) paboTbl B MHPOPMALNOHHOM
NpoCcTpaHCcTBe (NPOCMOTP Tenenepeaayu, YteHme, HTepHeT).

4. Bo BpeMsi paboTbl He06X0AMMO AaenaTtb nepepbiB Ha 5-10 MUHYT Ana CHATUSA
pU3NYecKoro HanpsXKeHNsa 1 3pUTeNbHON HarpysKu.

5. Heo6xoanmMo 3HaTh 3-4 ynpaxXHeHus Anst CHATUS 3pUTENIbHOIO HarpsiXXeHUS n
dun3nyeckom ycranocTu.

6. PaboTaTb B XOpPOLIO NMPOBETPEHHOM MOMELLEHUM, MPU ONTUMANbHOM OCBELLEHUN U B
yAobHom nose.

7. He cTtouT nerkomMbicneHHo o6palaTbCs CO cNaM-nMcbMamMu U 3aX0AnTb Ha
Hebe3onacHble Beb6-caiTbl. /1 MHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECH NTIEFKOM
nobbluen.



8. MNpu perncrpaunm B COLMANbHbIX CETSAX, HE YKa3bliBalTe CBOW NepCcoHasibHble
AaHHble, HaNpUMep: aapec WInN AeHb POXAEHUS.

9. He ncnonb3yliTe B IOrMHE WX Napofie NepcoHasibHble AaHHbIE.

10. Bce 370 NO3BONSET UHTEPHET-MPECTYMHUKAM NOSYyUYUTb AaHHbIE AOCTYNa K
aKKayHTaM 3/1EKTPOHHOM NMoYThl, a TakXe MHIULUMpoBaTh AoMallHWe MK Ans BKAOYEHUS
nx B 60T-CeTb UM AN NOXULLLEHUSA BAHKOBCKUX AaHHbIX poaUTenen.

11. Co3zpaiite cobCTBEHHbIN NMpodUnb Ha KOMMblOTEpE, YTOOLI 06e30nacuTb
MH(OPMaUMIO, XPaHSLLYIOCA Ha HEM.

12. He 3abbiBaiTe, uTo aKTbl, O KOTOPbIX Bbl Y3HaeTe B IHTEPHETE, HYXXHO O4YeHb
XOpOLWO NpoBepUTb, ecnn BblbyaeTe NCNonb30BaTh UX B CBOEKM AOMalLHen paboTe.
Llenecoobpa3sHo CpaBHUTb TP UCTOYHMKA MHMOpMaLMKM, Npexae YeM pelunTb, Kaknum
MCTOYHMKAM MOXHO A0BEpPAThb.

13. O 4oCTOBEPHOCTM MH(OPMaLIMK, MOMELLLEHHOW Ha CaliTe MOXHO CyAuUTb NO CaMOMY
CanTy, y3HaB 06 aBTOpax canTa.

14. Pasmewas nupopmMaumto o cebe, cBomx 6IM3KNX N 3HAKOMbIX Ha CTpaHMUax
COLMaNbHbIX CETEN, CMPOCUTE NpeABapUTENIbHO pa3pelleHmne y TexX, 0 KoM byaeT aTa
nHpopmMaums.

15. He cneayet pa3smewaTtb Ha cTpaHuuax Beb-cartos cBoun potorpacdumm un
doTorpadum cBomnx 6IM3KNX N 3HAKOMbIX, 3@ KOTOPblE BaM MOTOM MOXET 6bITb CTbIAHO.

16. Cobntoganite npasunia 3Tmku npu obweHun B NMHTepHeTe: rpyboCcTb npoBounpyeT
APYruX Ha Takoe Xe nopegeHue.

17. Ucnonb3ys B cBoel paboTe maTtepman, B3ATbl U3 MHHOPMALMOHHOIO UCTOYHMKA
(kHUWra, nepmogmyeckas neyartb, VIHTEpPHET), ceayeT yKasaTb 3TOT UCTOYHUK
MHdoOpMauMn nnun caenatb Ha HEro CChbisIKy, ecnm Matepman bl BaMm nepepaboTaH.



